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Summary

CVE CVE-2021-42954

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-17 13:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description Zoho Remote Access Plus Server Windows Desktop Binary fixed from 10.1.2121.1 is affected by incorrect access control. The installation directory is vulnerable to weak file permissions by allowing full control for Windows Everyone user group (non-admin or any guest users), thereby allowing privilege escalation, unauthorized password reset, stealing of sensitive data, access to credentials in plaintext, access to registry values, tampering with configuration files, etc.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Application Zohocorp Manageengine Remote Access Plus All All All All

References

Reference

Vulnerability Disclosure -Improper FileSystem Permission : Misconfigured ACLs @ Zoho R.A.P. | by Kartik Lalan | NestedIf | Sep, 2021 | Medium

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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