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Summary

CVE CVE-2021-43051

State PUBLIC

Assigner security@tibco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-14 20:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description The Spotfire Server component of TIBCO Software Inc.'s TIBCO Spotfire Server, TIBCO Spotfire Server, and TIBCO Spotfire Server contains a difficult to exploit vulnerability that allows malicious custom API clients with network access to execute internal API operations outside of the scope of those granted to it. A successful attack using this vulnerability requires human interaction from a person other than the attacker. Affected releases are TIBCO Software Inc.'s TIBCO Spotfire Server: versions 10.10.6 and below, TIBCO Spotfire Server: versions 11.0.0, 11.1.0, 11.2.0, 11.3.0, 11.4.0, and 11.4.1, and TIBCO Spotfire Server: versions 11.5.0 and 11.6.0.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tibco Spotfire Server 11.0.0 All All All

Application Tibco Spotfire Server 11.1.0 All All All

Application Tibco Spotfire Server 11.2.0 All All All

Application Tibco Spotfire Server 11.3.0 All All All

Application Tibco Spotfire Server 11.4.0 All All All

Application Tibco Spotfire Server 11.4.1 All All All

Application Tibco Spotfire Server 11.5.0 All All All

Application Tibco Spotfire Server 11.6.0 All All All

Application Tibco Spotfire Server All All All All

References
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Advisory | TIBCO Software CONFIRM www.tibco.com
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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