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CVE CVE-2021-43114
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2021-11-09 13:15:00 UTC
Updated 2023-12-07 22:15:00 UTC
Description FORT Validator versions prior to 1.5.2 will crash if an RPKI CA publishes an X.509 EE certificate. This will lead to RTR clier

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Operating System Debian Debian Linux 11.0 All
Application Fort Validator Project Fort Validator All All

Update Edition Language

All All

All All

References

Reference

Debian -- Security Information -- DSA-5033-1 fort-validator

Release 1.5.2 - NICMx/FORT-validator - GitHub

github.com/NICMx/FORT-validator/commit/673c679b6bf3f4187cd5242c31a795bf8...

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

github.com/NICMx/FORT-validator/commit/274dc14aed1eb9b3350029d1063578a6b...

github.com/NICMx/FORT-validator/commit/eb68ebbaab50f3365aa51bbaal7cb862b...

github.com/NICMx/FORT-validator/commit/425e0f4037b4543fe8044ac96ca71d6do...

Source

DEBIAN

MISC

CVE.ORG

NVD

Link Tags
www.debian.org

github.com

github.com

github.com

github.com

github.com

Www.cve.org canonical

nvd.nist.gov canonical, analysis



https://cve.report/
https://cve.report/CVE-2021-43114/mitre
https://cve.report/CVE-2021-43114/nist
https://cve.report/CVE-2021-43114/cve_org
https://cve.report/CVE-2021-43114.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fort_validator_project
http://cve.report/software/fort_validator_project/fort_validator
https://www.debian.org/security/2021/dsa-5033
https://github.com/NICMx/FORT-validator/commit/274dc14aed1eb9b3350029d1063578a6b9c77b54
https://github.com/NICMx/FORT-validator/releases/tag/1.5.2
https://github.com/NICMx/FORT-validator/commit/eb68ebbaab50f3365aa51bbaa17cb862bf4607fa
https://github.com/NICMx/FORT-validator/commit/425e0f4037b4543fe8044ac96ca71d6d02d7d8c5
https://github.com/NICMx/FORT-validator/commit/673c679b6bf3f4187cd5242c31a795bf8a6c22b3
https://www.cve.org/CVERecord?id=CVE-2021-43114
https://nvd.nist.gov/vuln/detail/CVE-2021-43114

178979 Debian Security Update for fort-validator (DSA 5033-1)

183605 Debian Security Update for fort-validator (CVE-2021-43114)
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