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cssanavnncLranunsucniuan  Gertain versions of Zowe Apl Mediation Layer from Linuxfoundation
’ contain the following vulnerability:

It is possible to manipulate the JWT token without the knowledge of the
JWT secret and authenticate without valid JWT token as any user. This
is happening only in the situation when zOSMF doesn’t have the APAR
PH12143 applied. This issue affects: 1.16 versions to 1.19. What
happens is that the services using the ZAAS client or the API ML API
to query will be deceived into believing the information in the JWT token is valid when it isn’t.
It’'s possible to use this to persuade the southbound service that different user is
authenticated.

CVE-2021-4314 has been assigned by [~ zowe-security@lists.openmainframeproject.org to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: 1 Open Mainframe Project - Zowe version = 1.16.0

CVSS3 Score: _

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
GitHub - zowe/api-layer: The API Mediation Layer provides a single point of access for ¢) MIsC
mainframe service REST APlIs. github.com/zowe/api-layer/
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comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

It is possible to manipulate the JWT token without the knowledge of the JWT secret and
authenticate without valid JWT...

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Linuxfoundation Zowe Api Mediation Layer All All All All

No vendor comments have been submitted for this CVE
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