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Summary

CVE CVE-2021-43174

State PUBLIC

Assigner sep@nlnetlabs.nl

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-09 17:15:00 UTC

Updated 2022-04-04 13:44:00 UTC

Description NLnet Labs Routinator versions 0.9.0 up to and including 0.10.1, support the gzip transfer encoding when querying RRDP repositories. This encoding can be used by an RRDP repository to cause an out-of-memory crash in these versions of Routinator. RRDP uses XML which allows arbitrary amounts of white space in the encoded data. The gzip scheme compresses such white space extremely well, leading to very small compressed files that become huge when being decompressed for further processing, big enough that Routinator runs out of memory when parsing input data waiting for the next XML element.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 11.0 All All All

Application Nlnetlabs Routinator All All All All

References

Reference Source Link Tags

www.nlnetlabs.nl/downloads/routinator/CVE-2021-43172_CVE-2021-43173_CVE-2021-4... MISC www.nlnetlabs.nl

Debian -- Security Information -- DSA-5041-1 cfrpki DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: We would like to thank Koen van Hove for the discovery.

Legacy QID Mappings

178993 Debian Security Update for cfrpki (DSA 5041-1)

183799 Debian Security Update for cfrpki (CVE-2021-43174)

https://cve.report/
https://cve.report/CVE-2021-43174/mitre
https://cve.report/CVE-2021-43174/nist
https://cve.report/CVE-2021-43174/cve_org
https://cve.report/CVE-2021-43174.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/nlnetlabs
http://cve.report/software/nlnetlabs/routinator
https://www.nlnetlabs.nl/downloads/routinator/CVE-2021-43172_CVE-2021-43173_CVE-2021-43174.txt
https://www.debian.org/security/2022/dsa-5041
https://www.cve.org/CVERecord?id=CVE-2021-43174
https://nvd.nist.gov/vuln/detail/CVE-2021-43174
http://cve.report/qid/178993
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CVE.report and Source URL Uptime Status status.cve.report

183799 Debian Security Update for cfrpki (CVE-2021-43174)

690764 Free Berkeley Software Distribution (FreeBSD) Security Update for routinator (9c990e67-6e30-11ec-82db-b42e991fc52e)

http://cve.report/qid/183799
http://cve.report/qid/690764
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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