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Summary

CVE CVE-2021-43269

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-20 02:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description In Code42 app before 8.8.0, eval injection allows an attacker to change a device’s proxy configuration to use a malicious proxy auto-config (PAC) file, leading to arbitrary code execution. This affects Incydr Basic, Advanced, and Gov F1; CrashPlan Cloud; and CrashPlan for Small Business. (Incydr Professional and Enterprise are unaffected.)

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Code42 Code42 All All All All

References

Reference Source Link Tags

Arbitrary code execution via malicious Code42 app proxy configuration - Code42 Support CONFIRM support.code42.com

Arbitrary code execution via malicious Code42 app proxy configuration - Code42 Support CONFIRM www.code42.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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