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Summary

CVE CVE-2021-43271

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-03 20:15:00 UTC

Updated 2022-06-15 13:46:00 UTC

Description Riverbed AppResponse 11.8.0, 11.8.5, 11.8.5a, 11.9.0, 11.9.0a, 11.10.0, 11.11.0, 11.11.0a, 11.11.1, 11.11.1a, 11.11.5, and 11.11.5a (when configured to use local, RADIUS, or TACACS authentication) logs usernames and passwords if either is entered incorrectly. If a user enters an incorrect username and/or password when logging into the WebUI, these attempted credentials are included in an error message that is logged in the WebUI log file. A log entry does not appear if the username and password provided correctly match a valid set of credentials. This also does not happen if AppResponse is configured to use SAML authentication. The WebUI log file is included in subsequent diagnostic system dumps that are generated. (Only users with Full Control access to the System Configuration permission can generate system dumps. By default, only System Administrators have Full Control access to the System Configuration permission.)

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Riverbed Appresponse 11.10.0 All All All

Application Riverbed Appresponse 11.11.0 All All All

Application Riverbed Appresponse 11.11.0a All All All

Application Riverbed Appresponse 11.11.1 All All All

Application Riverbed Appresponse 11.11.1a All All All

Application Riverbed Appresponse 11.11.5 All All All

Application Riverbed Appresponse 11.11.5a All All All

Application Riverbed Appresponse 11.8.0 All All All

Application Riverbed Appresponse 11.8.5 All All All

Application Riverbed Appresponse 11.8.5a All All All

Application Riverbed Appresponse 11.9.0 All All All

Application Riverbed Appresponse 11.9.0a All All All
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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