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Summary

CVE CVE-2021-43319

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-30 19:15:00 UTC

Updated 2022-04-06 13:47:00 UTC

Description Zoho ManageEngine Network Configuration Manager before 125488 is vulnerable to command injection due to improper validation in the Ping functionality.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Network Configuration Manager 11.0 - All All

Application Zohocorp Manageengine Network Configuration Manager 11.0 build11000 All All

Application Zohocorp Manageengine Network Configuration Manager 11.0 build_11000 All All

Application Zohocorp Manageengine Network Configuration Manager 12.0 - All All

Application Zohocorp Manageengine Network Configuration Manager 12.0 build12000 All All

Application Zohocorp Manageengine Network Configuration Manager 12.0 build_12000 All All

Application Zohocorp Manageengine Network Configuration Manager 12.1 - All All

Application Zohocorp Manageengine Network Configuration Manager 12.1 build12100 All All

Application Zohocorp Manageengine Network Configuration Manager 12.1 build_12100 All All

Application Zohocorp Manageengine Network Configuration Manager 12.2 - All All

Application Zohocorp Manageengine Network Configuration Manager 12.2 build12200 All All

Application Zohocorp Manageengine Network Configuration Manager 12.2 build_12200 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 - All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build12300 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123008 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123023 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123035 All All
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Application Zohocorp Manageengine Network Configuration Manager 12.3 build123035 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123052 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123055 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123057 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123064 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123069 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123070 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123083 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123091 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123105 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123106 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123123 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123129 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123137 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123151 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123156 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123159 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123169 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123177 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123179 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123191 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123194 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123206 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123207 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123214 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123215 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123217 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123218 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123222 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123223 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123231 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123237 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123239 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123274 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123277 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123279 All All
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Application Zohocorp Manageengine Network Configuration Manager 12.3 build123288 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123304 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123306 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123312 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123323 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123327 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_12300 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123008 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123023 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123035 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123052 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123055 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123057 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123064 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123069 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123070 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123083 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123091 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123105 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123106 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123123 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123129 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123137 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123151 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123156 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123159 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123169 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123177 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123179 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123191 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123194 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123206 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123207 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123214 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123215 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123217 All All
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Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123217 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123218 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123222 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123223 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123231 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123237 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123239 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123274 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123277 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123279 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123288 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123304 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123306 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123312 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123323 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build_123327 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 - All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124000 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124022 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124024 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124026 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124031 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124041 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124043 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124057 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124073 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124079 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124094 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124095 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124098 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124099 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124103 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124104 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124168 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124172 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124176 All All
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Application Zohocorp Manageengine Network Configuration Manager 12.4 build124177 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124181 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124186 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124188 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build124196 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124000 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124022 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124024 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124026 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124031 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124041 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124043 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124057 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124073 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124079 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124094 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124095 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124098 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124099 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124103 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124104 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124168 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124172 All All

Application Zohocorp Manageengine Network Configuration Manager 12.4 build_124176 All All
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