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Summary

CVE CVE-2021-43337

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-17 06:15:00 UTC

Updated 2023-11-07 03:39:00 UTC

Description SchedMD Slurm 21.08.* before 21.08.4 has Incorrect Access Control. On sites using the new AccountingStoreFlags=job_script and/or job_env options, the access control rules in SlurmDBD may permit users to request job scripts and environment files to which they should not have access.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Application Schedmd Slurm All All All All

References

Reference Source Link Tags

The slurm-announce Archives MISC lists.schedmd.com

News | SchedMD CONFIRM www.schedmd.com

[SECURITY] Fedora 34 Update: slurm-21.08.4-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 35 Update: slurm-21.08.4-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[slurm-announce] Slurm version 21.08.4 is now available (CVE-2021-43337) CONFIRM lists.schedmd.com

News | SchedMD MISC www.schedmd.com

[SECURITY] Fedora 34 Update: slurm-21.08.4-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: slurm-21.08.4-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2021-43337/mitre
https://cve.report/CVE-2021-43337/nist
https://cve.report/CVE-2021-43337/cve_org
https://cve.report/api/cve/CVE-2021-43337.json
https://cve.report/CVE-2021-43337.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/schedmd
http://cve.report/software/schedmd/slurm
https://lists.schedmd.com/pipermail/slurm-announce/
https://www.schedmd.com/news.php?id=256
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/5VY34WSSPRPA6MISNYBZWHSGX2SYSEEE/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/DUWNGDQTS7AWFI7FIHUWQOYJSD2IQTCG/
https://lists.schedmd.com/pipermail/slurm-announce/2021/000068.html
https://www.schedmd.com/news.php
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/5VY34WSSPRPA6MISNYBZWHSGX2SYSEEE/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/DUWNGDQTS7AWFI7FIHUWQOYJSD2IQTCG/
https://www.cve.org/CVERecord?id=CVE-2021-43337
https://nvd.nist.gov/vuln/detail/CVE-2021-43337


No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

282083 Fedora Security Update for slurm (FEDORA-2021-0611d621ec)

282146 Fedora Security Update for slurm (FEDORA-2021-d82d3d9738)

284291 Fedora Security Update for slurm (FEDORA-2022-6a9dc1d46b)
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