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CVE CVE-2021-43350
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-11 13:15:00 UTC
Updated 2022-07-25 10:53:00 UTC
Description An unauthenticated Apache Traffic Control Traffic Ops user can send a request with a specially-crafted username to the PC
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Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Traffic Control All All All All
Application Apache Traffic Control 5.1.4 rcO All All
Application Apache Traffic Control 6.0.1 rcO All All

References |
Reference Source Link

oss-security - Re: CVE-2021-43350: Apache Traffic Control: LDAP filter injection vulnerability in Traffic Ops ~ MLIST www.openwall.con

oss-security - Re: CVE-2021-43350: Apache Traffic Control: LDAP filter injection vulnerability in Traffic Ops ~ MLIST www.openwall.con

Apache Traffic Control Releases CONFIRM ftrafficcontrol.apact
oss-security - CVE-2021-43350: Apache Traffic Control: LDAP filter injection vulnerability in Traffic Ops MLIST www.openwall.con
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

1]

Vendor Comments And Credit

Discovery Credit

LEGACY: This issue was discovered by Apache Traffic Control user pupiles.



https://cve.report/
https://cve.report/CVE-2021-43350/mitre
https://cve.report/CVE-2021-43350/nist
https://cve.report/CVE-2021-43350/cve_org
https://cve.report/api/cve/CVE-2021-43350.json
https://cve.report/CVE-2021-43350.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/traffic_control
http://cve.report/vendor/apache
http://cve.report/software/apache/traffic_control
http://cve.report/vendor/apache
http://cve.report/software/apache/traffic_control
http://www.openwall.com/lists/oss-security/2021/11/17/1
http://www.openwall.com/lists/oss-security/2021/11/11/4
https://trafficcontrol.apache.org/security/
http://www.openwall.com/lists/oss-security/2021/11/11/3
https://www.cve.org/CVERecord?id=CVE-2021-43350
https://nvd.nist.gov/vuln/detail/CVE-2021-43350

There are currently no legacy QID mappings associated with this CVE.
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