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CVE CVE-2021-43400
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-04 23:15:00 UTC
Updated 2022-11-07 17:10:00 UTC
Description An issue was discovered in gatt-database.c in BlueZ 5.61. A use-after-free can occur when a client disconnects during D-B
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Bluez Bluez 5.61 All All All
Operating System Debian Debian Linux 10.0 All All All
Reference Source Link Tags

bluez.git - Bluetooth protocol stack for Linux MISC git.kernel.org

[SECURITY] [DLA 3157-1] bluez security update MLIST lists.debian.org

CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181160 Debian Security Update for bluez (DLA 3157-1)
181937 Debian Security Update for bluez (CVE-2021-43400)

198579 Ubuntu Security Notification for BlueZ Vulnerabilities (USN-5155-1)

(71456 FulerOS Seciiritv LIndate for blilez (FulerOS-SA-2022-1423)


https://cve.report/
https://cve.report/CVE-2021-43400/mitre
https://cve.report/CVE-2021-43400/nist
https://cve.report/CVE-2021-43400/cve_org
https://cve.report/CVE-2021-43400.pdf
http://cve.report/vendor/bluez
http://cve.report/software/bluez/bluez
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
https://git.kernel.org/pub/scm/bluetooth/bluez.git/commit/?id=838c0dc7641e1c991c0f3027bf94bee4606012f8
https://lists.debian.org/debian-lts-announce/2022/10/msg00026.html
https://www.cve.org/CVERecord?id=CVE-2021-43400
https://nvd.nist.gov/vuln/detail/CVE-2021-43400
http://cve.report/qid/181160
http://cve.report/qid/181937
http://cve.report/qid/198579
http://cve.report/qid/671456

e e mmie — — — ety —emte feh e i e e s e e

671478 EulerOS Security Update for bluez (EulerOS-SA-2022-1444)

671575 EulerOS Security Update for bluez (EulerOS-SA-2022-1557)

671592 EulerOS Security Update for bluez (EulerOS-SA-2022-1524)

671632 EulerOS Security Update for bluez (EulerOS-SA-2022-1643)

671638 EulerOS Security Update for bluez (EulerOS-SA-2022-1657)

671653 EulerOS Security Update for bluez (EulerOS-SA-2022-1707)

752696 SUSE Enterprise Linux Security Update for bluez (SUSE-SU-2022:3691-1)

752697 SUSE Enterprise Linux Security Update for bluez (SUSE-SU-2022:3687-1)

752799 SUSE Enterprise Linux Security Update for bluez (SUSE-SU-2022:3981-1)
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