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Summary

CVE CVE-2021-43409

State PUBLIC

Assigner info@appcheck-ng.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-19 16:15:00 UTC

Updated 2021-11-24 16:55:00 UTC

Description The “WPO365 | LOGIN” WordPress plugin (up to and including version 15.3) by wpo365.com is vulnerable to a persistent Cross-Site Scripting (XSS) vulnerability (also known as Stored or Second-Order XSS). Persistent XSS vulnerabilities occur when the application stores and retrieves client supplied data without proper handling of dangerous content. This type of XSS vulnerability is exploited by submitting malicious script content to the application which is then retrieved and executed by other application users. The attacker could exploit this to conduct a range of attacks against users of the affected application such as session hijacking, account take over and accessing sensitive data. In this case, the XSS payload can be submitted by any anonymous user, the payload then renders and executes when a WordPress administrator authenticates and accesses the WordPress Dashboard. The injected payload can carry out actions on behalf of the administrator including adding other administrative users and changing application settings. This flaw could be exploited to ultimately provide full control of the affected system to the attacker.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wpo365 Wordpress Azure Ad / Microsoft Office 365 All All All All

References

Reference Source Link Tags

Change Log - WordPress + Azure AD / Microsoft Office 365 MISC www.wpo365.com

WordPress + Microsoft Office 365 / Azure AD | LOGIN Persistent Cross-Site Scripting | AppCheck MISC appcheck-ng.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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