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Certain versions of Engineers Online Portal from Engineers Online
Portal Project contain the following vulnerability:

In sourcecodetester Engineers Online Portal as of 10-21-21, an
attacker can manipulate the Host header as seen by the web
application and cause the application to behave in unexpected ways.
Very often multiple websites are hosted on the same IP address. This
is where the Host Header comes in. This header specifies which

website should process the HTTP request. The web server uses the value of this header to
dispatch the request to the specified website. Each website hosted on the same IP address is
called a virtual host. And It's possible to send requests with arbitrary Host Headers to the first
virtual host.
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CVE References

CVE-2021-43437 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as HIGH  severity.
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https://cve.report/CVE-2021-43437/mitre
https://cve.report/CVE-2021-43437/nist
https://cve.report/CVE-2021-43437/cve_org
https://cve.report/CVE-2021-43437.pdf
http://cve.report/software/engineers_online_portal_project/engineers_online_portal
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Description Tags Link

CVE-2021–43437 - Nithissh - Medium medium.com

text/html

 MISC medium.com/@mayhem7999/cve-2021-43437-
5c5e3b977e84

HTTP Host header attacks | Web Security
Academy

portswigger.net

text/html

 MISC portswigger.net/web-security/host-header

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Engineers Online Portal Project Engineers Online Portal 1.0 All All All

No vendor comments have been submitted for this CVE
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