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Summary

CVE CVE-2021-43471

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-06 13:15:00 UTC

Updated 2021-12-07 18:33:00 UTC

Description In Canon LBP223 printers, the System Manager Mode login does not require an account password or PIN. An attacker can remotely shut down the device after entering the background, creating a denial of service vulnerability.

Risk And Classification

Problem Types: CWE-521

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Canon Lbp223dw - All All All

Operating System Canon Lbp223dw Firmware - All All All

References

Reference Source Link Tags

GitHub - cxaqhq/CVE-2021-43471: CVE-2021-43471 MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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