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Description The x/crypto/ssh package before 0.0.0-20211202192323-5770296d904e of golang.org/x/crypto allows an attacker to panic
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Application Golang Ssh All

References

Update Edition Language

All All All

Reference Source

Google Gruplar'a yénlendiriliyorsunuz

[security] Vulnerability in golang.org/x/crypto/ssh CONFIRM
Google Gruplar'a yénlendiriliyorsunuz MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

3

No vendor comments have been submitted for this CVE.

Link Tags
groups.google.com
groups.google.com
groups.google.com

WWW.Ccve.org canonical

nvd.nist.gov canonical, analysis

Legacy QID Mappings

181954 Debian Security Update for golang-go.crypto (CVE-2021-43565)

356428 Amazon Linux Security Advisory for amazon-ssm-agent : ALAS2-2023-2303

356458 Amazon Linux Security Advisory for amazon-ssm-agent : ALAS-2023-1866

356521 Amazon | intix Seciiritv Advisorv for amazon-ssm-aaent © Al AS2023-2023-388


https://cve.report/
https://cve.report/CVE-2021-43565/mitre
https://cve.report/CVE-2021-43565/nist
https://cve.report/CVE-2021-43565/cve_org
https://cve.report/CVE-2021-43565.pdf
http://cve.report/vendor/golang
http://cve.report/software/golang/ssh
https://groups.google.com/forum/#%2521forum/golang-announce
https://groups.google.com/g/golang-announce/c/2AR1sKiM-Qs
https://groups.google.com/forum/#!forum/golang-announce
https://www.cve.org/CVERecord?id=CVE-2021-43565
https://nvd.nist.gov/vuln/detail/CVE-2021-43565
http://cve.report/qid/181954
http://cve.report/qid/356428
http://cve.report/qid/356458
http://cve.report/qid/356521
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378599 Splunk Enterprise Third Party Package Updates for June (SVD-2023-0613)

378883 Splunk Enterprise August Third Party Package Updates (SVD-2023-0808)

751619 OpenSUSE Security Update for kubevirt, virt-api-container, virt-controller-container, virt-handler-container, virt-launcher-
container, virt-operator-container (openSUSE-SU-2022:0040-1)

751621 SUSE Enterprise Linux Security Update for kubevirt, virt-api-container, virt-controller-container, virt-handler-container, virt-
launcher-container, virt-operator-container (SUSE-SU-2022:0130-1)

752046 OpenSUSE Security Update for kubevirt (openSUSE-SU-2022:0526-1)

752133 SUSE Enterprise Linux Security Update for containerd, docker (SUSE-SU-2022:1689-1)

753195 SUSE Enterprise Linux Security Update for kubevirt (SUSE-SU-2022:0526-1)

753217 SUSE Enterprise Linux Security Update for kubevirt (SUSE-SU-2022:0040-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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