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CVE CVE-2021-43566
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-11 16:15:00 UTC
Updated 2022-10-14 11:42:00 UTC
Description All versions of Samba prior to 4.13.16 are vulnerable to a malicious client using an SMB1 or NFS race to allow a directory t
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Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Samba Samba All All All All

Reference Source Link
13979 — (CVE-2021-43566) CVE-2021-43566 [SECURITY] mkdir race condition allows share escape in Samba 4.x MISC bugzilla.sa
CVE-2021-43566 Samba Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.ne
Samba - Security Announcement Archive MISC www.samk
Samba Release History MISC www.samk
CVE Program record CVE.ORG www.cve.c
NVD vulnerability detail NVD nvd.nist.gc
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180832 Debian Security Update for samba (CVE-2021-43566)

198651 Ubuntu Security Notification for Samba Vulnerabilities (USN-5260-1)


https://cve.report/
https://cve.report/CVE-2021-43566/mitre
https://cve.report/CVE-2021-43566/nist
https://cve.report/CVE-2021-43566/cve_org
https://cve.report/CVE-2021-43566.pdf
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
https://bugzilla.samba.org/show_bug.cgi?id=13979
https://security.netapp.com/advisory/ntap-20220110-0001/
https://www.samba.org/samba/security/CVE-2021-43566.html
https://www.samba.org/samba/history/
https://www.cve.org/CVERecord?id=CVE-2021-43566
https://nvd.nist.gov/vuln/detail/CVE-2021-43566
http://cve.report/qid/180832
http://cve.report/qid/198651

29605/ Oracle Solaris 11.4 Support Kepository Update (SKU) 44.113.4 Missing (bulletinapr2u22)

355336 Amazon Linux Security Advisory for samba : ALAS2023-2023-032

501490 Alpine Linux Security Update for samba

671442 EulerOS Security Update for samba (EulerOS-SA-2022-1459)

671468 EulerOS Security Update for samba (EulerOS-SA-2022-1438)

671569 EulerOS Security Update for samba (EulerOS-SA-2022-1586)

671623 EulerOS Security Update for samba (EulerOS-SA-2022-1666)

671635 EulerOS Security Update for samba (EulerOS-SA-2022-1652)

690784 Free Berkeley Software Distribution (FreeBSD) Security Update for samba (8579074¢-839f-11ec-a3b2-005056a311d1)

751680 OpenSUSE Security Update for samba (openSUSE-SU-2022:0283-1)

751683 SUSE Enterprise Linux Security Update for samba (SUSE-SU-2022:0323-1)

751994 SUSE Enterprise Linux Security Update for samba (SUSE-SU-2022:0283-1)

901488 Common Base Linux Mariner (CBL-Mariner) Security Update for samba (7489)
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/qid/296057
http://cve.report/qid/355336
http://cve.report/qid/501490
http://cve.report/qid/671442
http://cve.report/qid/671468
http://cve.report/qid/671569
http://cve.report/qid/671623
http://cve.report/qid/671635
http://cve.report/qid/690784
http://cve.report/qid/751680
http://cve.report/qid/751683
http://cve.report/qid/751994
http://cve.report/qid/901488
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-43566
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


