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Summary

CVE CVE-2021-43608

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-09 20:15:00 UTC

Updated 2021-12-15 14:46:00 UTC

Description Doctrine DBAL 3.x before 3.1.4 allows SQL Injection. The escaping of offset and length inputs to the generation of a LIMIT clause was not probably cast to an integer, allowing SQL injection to take place if application developers passed unescaped user input to the DBAL QueryBuilder or any other API that ultimately uses the AbstractPlatform::modifyLimitQuery API.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Doctrine-project Database Abstraction Layer All All All All

References

Reference Source Link

DBAL 3 SQL Injection Security Vulnerability fixed (CVE-2021-43608) - Doctrine: PHP Open Source Project MISC www.doctrine-project.org

Releases · doctrine/dbal · GitHub MISC github.com

DBAL 3 SQL Injection Security Vulnerability · Advisory · doctrine/dbal · GitHub CONFIRM github.com

Cast LIMIT and OFFSET to int when building limit query · doctrine/dbal@9dcfa4c · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

https://cve.report/
https://cve.report/CVE-2021-43608/mitre
https://cve.report/CVE-2021-43608/nist
https://cve.report/CVE-2021-43608/cve_org
https://cve.report/api/cve/CVE-2021-43608.json
https://cve.report/CVE-2021-43608.pdf
http://cve.report/vendor/doctrine-project
http://cve.report/software/doctrine-project/database_abstraction_layer
https://www.doctrine-project.org/2021/11/11/dbal3-vulnerability-fixed.html
https://github.com/doctrine/dbal/releases
https://github.com/doctrine/dbal/security/advisories/GHSA-r7cj-8hjg-x622
https://github.com/doctrine/dbal/commit/9dcfa4cb6c03250b78a84737ba7ceb82f4b7ba4d
https://www.cve.org/CVERecord?id=CVE-2021-43608
https://nvd.nist.gov/vuln/detail/CVE-2021-43608
https://cve.report/


this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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