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CVE CVE-2021-43616
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2021-11-13 18:15:00 UTC
Updated 2023-11-07 03:39:00 UTC
Description ** DISPUTED ** The npm ci command in npm 7.x and 8.x through 8.1.3 proceeds with an installation even if dependency ir
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Problem Types: CWE-345

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Operating System  Fedoraproject  Fedora 35 All

Application Netapp Next Generation Application Programming Interface - All

Application Npmjs Npm All All

Application Npmijs Npm All All
References

Reference

npm-ci | npm Docs

[SECURITY] Fedora 35 Update: nodejs-16.14.0-2.fc35 - package-announce - Fedora Mailing-Lists

npm-ci | npm Docs

fix(ci): lock file validation - npm/cli@457e0ae - GitHub

CVE-2021-43616 NPM Vulnerability in NetApp Products | NetApp Product Security

[BUG] "npm ci” succeeds when “package-lock.json™ doesn't match “package.json” - Issue #2701 - npm/cli - GitHub
[BUG] "npm ci” succeeds when “package-lock.json” doesn't match “package.json” - Issue #2701 - npm/cli - GitHub
[BUG] "npm ci” succeeds when “package-lock.json™ doesn't match “package.json” - Issue #2701 - npm/cli - GitHub

GitHub - icatalina/CVE-2021-43616: Repo demonstrating CVE-2021-43616 / https://github.com/npm/cli/issues/2701

Our dependencies are under attack, and this time we were lucky... | by Rotem Bar | Cider Security | Nov, 2021 | Medium
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All All
All All
All All
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https://cve.report/
https://cve.report/CVE-2021-43616/mitre
https://cve.report/CVE-2021-43616/nist
https://cve.report/CVE-2021-43616/cve_org
https://cve.report/CVE-2021-43616.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/netapp
http://cve.report/software/netapp/next_generation_application_programming_interface
http://cve.report/vendor/npmjs
http://cve.report/software/npmjs/npm
http://cve.report/vendor/npmjs
http://cve.report/software/npmjs/npm
https://docs.npmjs.com/cli/v7/commands/npm-ci
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/NXNVFKOF5ZYH5NIRWHKN6O6UBCHDV6FE/
https://medium.com/cider-sec/this-time-we-were-lucky-85c0dcac94a0
https://docs.npmjs.com/cli/v8/commands/npm-ci
https://github.com/npm/cli/commit/457e0ae61bbc55846f5af44afa4066921923490f
https://security.netapp.com/advisory/ntap-20211210-0002/
https://github.com/npm/cli/issues/2701
https://github.com/npm/cli/issues/2701#issuecomment-972900511
https://github.com/npm/cli/issues/2701#issuecomment-979054224
https://github.com/icatalina/CVE-2021-43616

[SECURITY] Fedora 35 Update: nodejs-16.14.0-2.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.i
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-l

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159868 Oracle Enterprise Linux Security Update for nodejs:16 (ELSA-2022-4796)
184890 Debian Security Update for npm (CVE-2021-43616)

240388 Red Hat Update for nodejs:16 (RHSA-2022:4796)

282410 Fedora Security Update for nodejs (FEDORA-2022-97b214b298)
354342 Amazon Linux Security Advisory for nodejs : ALAS2022-2022-214
354446 Amazon Linux Security Advisory for nodejs : ALAS2022-2022-048
354537 Amazon Linux Security Advisory for nodejs : ALAS-2022-214
355273 Amazon Linux Security Advisory for nodejs : ALAS2023-2023-084
376100 NPM Security Update - DO NOT RELEASE

502318 Alpine Linux Security Update for npm

505118 Alpine Linux Security Update for npm

940583 AlmaLinux Security Update for nodejs:16 (ALSA-2022:4796)

960250 Rocky Linux Security Update for nodejs:16 (RLSA-2022:4796)
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/NXNVFKOF5ZYH5NIRWHKN6O6UBCHDV6FE/
https://www.cve.org/CVERecord?id=CVE-2021-43616
https://nvd.nist.gov/vuln/detail/CVE-2021-43616
http://cve.report/qid/159868
http://cve.report/qid/184890
http://cve.report/qid/240388
http://cve.report/qid/282410
http://cve.report/qid/354342
http://cve.report/qid/354446
http://cve.report/qid/354537
http://cve.report/qid/355273
http://cve.report/qid/376100
http://cve.report/qid/502318
http://cve.report/qid/505118
http://cve.report/qid/940583
http://cve.report/qid/960250
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-43616
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


