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Summary

CVE CVE-2021-43766

State PUBLIC

Assigner patrick@puiterwijk.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-25 18:15:00 UTC

Updated 2023-11-07 03:39:00 UTC

Description Odyssey passes to server unencrypted bytes from man-in-the-middle When Odyssey is configured to use certificate Common Name for client authentication, a man-in-the-middle attacker can inject arbitrary SQL queries when a connection is first established, despite the use of SSL certificate verification and encryption. This is similar to CVE-2021-23214 for PostgreSQL.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Odyssey Project Odyssey 1.1 All All All

Application Postgresql Postgresql All All All All

Application Postgresql Postgresql 14.0 All All All

References

Reference Source Link Tags

PostgreSQL: CVE-2021-23214: Server processes unencrypted bytes from man-in-the-middle MISC www.postgresql.org

Issues · yandex/odyssey · GitHub MISC github.com

Issues · yandex/odyssey · GitHub github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

672585 EulerOS Security Update for postgresql-10.5 (EulerOS-SA-2023-1346)

903728 Common Base Linux Mariner (CBL-Mariner) Security Update for postgresql (10719)
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