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Summary

CVE CVE-2021-43792

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-01 20:15:00 UTC

Updated 2022-07-25 10:36:00 UTC

Description Discourse is an open source discussion platform. In affected versions a vulnerability affects users of tag groups who use the "Tags are visible only to the following groups" feature. A tag group may only allow a certain group (e.g. staff) to view certain tags. Users who were tracking or watching the tags via /preferences/tags, then have their staff status revoked will still see notifications related to the tag, but will not see the tag on each topic. This issue has been patched in stable version 2.7.11. Users are advised to upgrade as soon as possible.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Discourse Discourse All All All All

Application Discourse Discourse 2.8.0 beta1 All All

Application Discourse Discourse 2.8.0 beta2 All All

Application Discourse Discourse 2.8.0 beta3 All All

Application Discourse Discourse 2.8.0 beta4 All All

Application Discourse Discourse 2.8.0 beta5 All All

Application Discourse Discourse 2.8.0 beta6 All All

Application Discourse Discourse 2.8.0 beta7 All All

References
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SECURITY: Only show tags to users with permission (#15148) · discourse/discourse@cdaf7f4 · GitHub

Non-Forum Staff Getting Notifications for Staff Only Tags - bug - Discourse Meta

Users without tag group permissions can view and receive notifications for previously watched tags · Advisory · discourse/discourse · GitHub
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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