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Summary

CVE CVE-2021-43809

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-08 19:15:00 UTC

Updated 2023-11-16 03:04:00 UTC

Description `Bundler` is a package for managing application dependencies in Ruby. In `bundler` versions before 2.2.33, when working with untrusted and apparently harmless `Gemfile`'s, it is not expected that they lead to execution of external code, unless that's explicit in the ruby code inside the `Gemfile` itself. However, if the `Gemfile` includes `gem` entries that use the `git` option with invalid, but seemingly harmless, values with a leading dash, this can be false. To handle dependencies that come from a Git repository instead of a registry, Bundler uses various commands, such as `git clone`. These commands are being constructed using user input (e.g. the repository URL). When building the commands, Bundler versions before 2.2.33 correctly avoid Command Injection vulnerabilities by passing an array of arguments instead of a command string. However, there is the possibility that a user input starts with a dash (`-`) and is therefore treated as an optional argument instead of a positional one. This can lead to Code Execution because some of the commands have options that can be leveraged to run arbitrary executables. Since this value comes from the `Gemfile` file, it can contain any character, including a leading dash. 

Risk And Classification

Problem Types: CWE-88

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bundler Bundler All All All All

References

Reference Source

Securing Developer Tools: Package Managers | Sonar MISC

Local Code Execution through Argument Injection via dash leading git url parameter in Gemfile · Advisory · rubygems/rubygems · GitHub CONFIRM

Pass "--" to git commands to separate positional and optional args by deivid-rodriguez · Pull Request #5142 · rubygems/rubygems · GitHub MISC

Add require parameter to `bundle add`` · rubygems/rubygems@a4f2f8a · GitHub MISC

Changelog for Bundler version 2.2.33 · rubygems/rubygems@0fad1cc · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184005 Debian Security Update for rubygems (CVE-2021-43809)

502023 Alpine Linux Security Update for ruby-bundler
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