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Certain versions of Patrowlmanager from Patrowl contain the following
vulnerability:

PatrOwl is a free and open-source solution for orchestrating Security
Operations. In versions prior to 1.77 an improper privilege
management (IDOR) has been found in PatrowlManager. All imports
findings file is placed under /media/imports/<owner_id>/<tmp_file> In
that, owner_id is predictable and tmp_file is in format of

import_<ownder_id>_<time_created>, for example: import_1_1639213059582.json This
filename is predictable and allows anyone without logging in to download all finding import
files This vulnerability is capable of allowing unlogged in users to download all finding imports
file. Users are advised to update to 1.7.7 as soon as possible. There are no known
workarounds.

CVSS3 Score: 7.5 - HIGH
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UNCHANGED HIGH NONE NONE

CVSS2 Score: 5 - MEDIUM
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NETWORK LOW NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

PARTIAL NONE NONE

CVE-2021-43828 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  Patrowl - PatrowlManager version < 1.7.7
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← Previous ID Next ID→

PARTIAL NONE NONE

CVE References

Description Tags Link

Improper Privilege Management vulnerability found in
patrowlmanager

huntr.dev

text/html

 MISC huntr.dev/bounties/fe6248f1-603d-43df-816c-
c75534a56f72

Improper Privilege Management · Advisory ·
Patrowl/PatrowlManager · GitHub

github.com

text/html

 CONFIRM
github.com/Patrowl/PatrowlManager/security/advisories/GHSA-
x4wp-xvq7-w5vr

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Patrowl Patrowlmanager All All All All

No vendor comments have been submitted for this CVE
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