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Summary

CVE CVE-2021-43835

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-15 20:15:00 UTC

Updated 2021-12-21 13:11:00 UTC

Description Sulu is an open-source PHP content management system based on the Symfony framework. In affected versions Sulu users who have access to any subset of the admin UI are able to elevate their privilege. Over the API it was possible for them to give themselves permissions to areas which they did not already had. This issue was introduced in 2.0.0-RC1 with the new ProfileController putAction. The versions have been patched in 2.2.18, 2.3.8 and 2.4.0. For users unable to upgrade the only known workaround is to apply a patch to the ProfileController manually.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sulu Sulu All All All All

Application Sulu Sulu 2.4.0 rc1 All All

References

Reference Source Link Tags

Privilege escalation in the Sulu Admin panel · Advisory · sulu/sulu · GitHub CONFIRM github.com

Merge pull request from GHSA-84px-q68r-2fc9 · sulu/sulu@30bf8b5 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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