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Summary

CVE CVE-2021-43858

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-27 22:15:00 UTC

Updated 2022-08-09 01:24:00 UTC

Description MinIO is a Kubernetes native application for cloud storage. Prior to version `RELEASE.2021-12-27T07-23-18Z`, a malicious client can hand-craft an HTTP API call that allows for updating policy for a user and gaining higher privileges. The patch in version `RELEASE.2021-12-27T07-23-18Z` changes the accepted request body type and removes the ability to apply policy changes through this API. There is a workaround for this vulnerability: Changing passwords can be disabled by adding an explicit `Deny` rule to disable the API for users.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Minio Minio All All All All

References

Reference Source Link Tags

Update on-disk storage format for users system by donatello · Pull Request #7949 · minio/minio · GitHub MISC github.com

Release Security Bugfix Release · minio/minio · GitHub MISC github.com

User privilege escalation in AddUser() admin API · Advisory · minio/minio · GitHub CONFIRM github.com

fix: user privilege escalation bug by donatello · Pull Request #13976 · minio/minio · GitHub MISC github.com

Fix user privilege escalation bug (#13976) · minio/minio@5a96cbb · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690758 Free Berkeley Software Distribution (FreeBSD) Security Update for minio (a4ff3673-d742-4b83-8c2b-3ddafe732034)
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