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Summary

CVE CVE-2021-43941

State PUBLIC

Assigner security@atlassian.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-15 04:15:00 UTC

Updated 2022-06-10 14:49:00 UTC

Description Affected versions of Atlassian Jira Server and Data Center allow remote attackers to modify several resources (including CsvFieldMappingsPage.jspa and ImporterValueMappingsPage.jspa) via a Cross-Site Request Forgery (CSRF) vulnerability in the jira-importers-plugin. The affected versions are before version 8.13.15, and from version 8.14.0 before 8.20.3.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Atlassian Data Center All All All All

Application Atlassian Jira All All All All

Application Atlassian Jira Data Center All All All All

Application Atlassian Jira Server All All All All

References

Reference

[JRASERVER-73073] jira-importers-plugin has misconfigured XSRF protection - CVE-2021-43941 - Create and track feature requests for Atlassian products.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150489 Atlassian Jira Server Cross-Site Request Forgery (CSRF) vulnerability (JRASERVER-73073)

730365 Atlassian Jira Server and Data Center Cross-Site Request Forgery (CSRF) Vulnerability (JRASERVER-73073)
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