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CVE CVE-2021-44025
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-19 04:15:00 UTC
Updated 2023-11-07 03:39:00 UTC
Description Roundcube before 1.3.17 and 1.4.x before 1.4.12 is prone to XSS in handling an attachment's filename extension when dis
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Application Roundcube Webmail All All All All

References |

Reference

[SECURITY] [DLA 2840-1] roundcube security update

Debian -- Security Information -- DSA-5013-1 roundcube

[SECURITY] Fedora 34 Update: roundcubemail-1.4.12-1.fc34 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 34 Update: roundcubemail-1.4.12-1.fc34 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 33 Update: roundcubemail-1.4.12-1.fc33 - package-announce - Fedora Mailing-Lists

Fix XSS issue in handling attachment filename extension in mimetype m... - roundcube/roundcubemail@7d7b1df - GitHub

Fix XSS issue in handling attachment filename extension in mimetype m... - roundcube/roundcubemail@faf99bf - GitHub

#1000156 - roundcube: XSS vulnerability in handling attachment filename extension in MIME type mismatch warnings - Debian Bug report log
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Fix XSS in $file_extension by nomour - Pull Request #8193 - roundcube/roundcubemail - GitHub
[SECURITY] Fedora 33 Update: roundcubemail-1.4.12-1.fc33 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178911 Debian Security Update for roundcube (DSA 5013-1)

178930 Debian Security Update for roundcube (DLA 2840-1)

184607 Debian Security Update for roundcube (CVE-2021-44025)

282070 Fedora Security Update for roundcubemail (FEDORA-2021-167865df98)

282071 Fedora Security Update for roundcubemail (FEDORA-2021-43d3c10590)
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