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Certain versions of Qts from Qnap contain the following vulnerability:

A cross-site scripting (XSS) vulnerability has been reported to affect
QNAP device running QTS, QuTS hero and QuTScloud. If exploited,
this vulnerability allows remote attackers to inject malicious code. We
have already fixed this vulnerability in the following versions of QTS,
QuTS hero and QuTScloud: QTS 4.5.4.1991 build 20220329 and later
QTS 5.0.0.1986 build 20220324 and later QuTS hero h5.0.0.1986 build

20220324 and later QuTS hero h4.5.4.1971 build 20220310 and later QuTScloud c5.0.1.1949
and later

CVSS3 Score: 6.1 - MEDIUM

Attack
Vector 

Attack
Complexity

Privileges
Required

User
Interaction

NETWORK LOW NONE REQUIRED

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

CHANGED LOW LOW NONE

CVSS2 Score: 4.3 - MEDIUM

Access
Vector

Access
Complexity

Authentication

NETWORK MEDIUM NONE

CVE-2021-44053 has been assigned by  security@qnap.com to track the vulnerability - currently rated as MEDIUM  severity.

Affected Vendor/Software:  QNAP Systems Inc. - QTS version < 4.5.4.1991 build 20220329

Affected Vendor/Software:  QNAP Systems Inc. - QTS version < 5.0.0.1986 build 20220324

Affected Vendor/Software:  QNAP Systems Inc. - QuTS hero version < h5.0.0.1986 build 20220324

Affected Vendor/Software:  QNAP Systems Inc. - QuTS hero version < h4.5.4.1971 build 20220310

Affected Vendor/Software:  QNAP Systems Inc. - QuTScloud version < c5.0.1.1949
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NETWORK MEDIUM NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

NONE PARTIAL NONE

CVE References

Description Tags Link

Multiple Vulnerabilities in QTS, QuTS hero, and QuTScloud - Security
Advisory | QNAP

www.qnap.com

text/html

 MISC www.qnap.com/en/security-
advisory/qsa-22-16

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Qnap Qts All All All All

Application Qnap Qts 4.2.6 build_20170517 All All

Application Qnap Qts 4.2.6 build_20190322 All All

Application Qnap Qts 4.2.6 build_20190730 All All

Application Qnap Qts 4.2.6 build_20190921 All All

Application Qnap Qts 4.2.6 build_20191107 All All

Application Qnap Qts 4.2.6 build_20200109 All All

Application Qnap Qts 4.2.6 build_20200421 All All

Application Qnap Qts 4.2.6 build_20200611 All All

Application Qnap Qts 4.2.6 build_20200821 All All

Application Qnap Qts 4.2.6 build_20210327 All All

Application Qnap Qts 4.2.6 build_20211215 All All

Operating
System

Qnap Qutscloud All All All All

Operating
System

Qnap Quts Hero All All All All
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Discovery Credit

Enio Pena Navarro and Michael Messner from Siemens Energy AG
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