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CVE CVE-2021-4411
State PUBLIC
Assigner security@wordfence.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

NVD Known Affected Configurations (CPE 2.3)

Published 2023-07-12 04:15:00 UTC
Updated 2023-11-07 03:40:00 UTC
Description The WP EasyPay — Square for WordPress plugin for WordPress is vulnerable to Cross-Site Request Forgery in versions ug

1|

Type Vendor Product Version

Application Wopeasypay Wp Easypay All

Update

All

Edition Language

All All

References

Reference

403 Forbidden

25 WordPress plugins vulnerable to CSRF attacks. — NinTechNet

More WordPress plugins and themes vulnerable to CSRF attacks. — NinTechNet
Multiple WordPress plugins fixed CSRF vulnerabilities (part 3). — NinTechNet
Multiple WordPress plugins fixed CSRF vulnerabilities (part 2). — NinTechNet
WP EasyPay — Square for WordPress <= 3.2.0 - Cross-Site Request Forgery Bypass
Multiple WordPress plugins fixed CSRF vulnerabilities (part 4). — NinTechNet
Multiple WordPress plugins fixed CSRF vulnerabilities (part 5). — NinTechNet
4083 Forbidden

Multiple WordPress plugins fixed CSRF vulnerabilities (part 1). — NinTechNet
CVE Program record

NVD vulnerability detail

/

Source

MISC

MISC

MISC

MISC

MISC

MISC

MISC

MISC

MISC

MISC

CVE.ORG

NVD

Link Tags
plugins.trac.wordpress.org
blog.nintechnet.com
blog.nintechnet.com
blog.nintechnet.com
blog.nintechnet.com
www.wordfence.com
blog.nintechnet.com
blog.nintechnet.com
plugins.trac.wordpress.org
blog.nintechnet.com

WwWw.cve.org canonical

nvd.nist.gov canonical, &

1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


https://cve.report/
https://cve.report/CVE-2021-4411/mitre
https://cve.report/CVE-2021-4411/nist
https://cve.report/CVE-2021-4411/cve_org
https://cve.report/CVE-2021-4411.pdf
http://cve.report/vendor/wpeasypay
http://cve.report/software/wpeasypay/wp_easypay
https://plugins.trac.wordpress.org/browser/wp-easy-pay/trunk/wpep_setup.php?rev=2426641#L219
https://blog.nintechnet.com/25-wordpress-plugins-vulnerable-to-csrf-attacks/
https://blog.nintechnet.com/more-wordpress-plugins-and-themes-vulnerable-to-csrf-attacks/
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-3/
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-2/
https://www.wordfence.com/threat-intel/vulnerabilities/id/a1fbb3a6-fcc2-47c5-a086-331e69292add?source=cve
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-4/
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-5/
https://plugins.trac.wordpress.org/changeset?sfp_email=&sfph_mail=&reponame=&old=2551919%2540wp-easy-pay&new=2551919%2540wp-easy-pay&sfp_email=&sfph_mail=
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-1/
https://www.cve.org/CVERecord?id=CVE-2021-4411
https://nvd.nist.gov/vuln/detail/CVE-2021-4411
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