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CVE CVE-2021-44204
State PUBLIC
Assigner security@acronis.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-04 23:15:00 UTC
Updated 2022-08-09 00:39:00 UTC
Description Local privilege escalation via named pipe due to improper access control checks. The following products are affected: Acro
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Acronis Agent All All All All
Application Acronis Cyber Protect 15 - All All
Application Acronis Cyber Protect 15 update1 All All
Application Acronis Cyber Protect 15 update2 All All
Application Acronis Cyber Protect Home Office - All All All
Application Acronis True Image 2021 All All All
Application Acronis True Image 2021 update_1 All All
Application Acronis True Image 2021 update_2 All All
Application Acronis True Image 2021 update_3 All All
Application Acronis True Image 2021 update_4 All All
Application Acronis True Image 2021 update_5 All All
Operating System Microsoft Windows - All All All
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Vendor Comments And Credit

Discovery Credit

LEGACY: @xnand (https://hackerone.com/xnand)

There are currently no legacy QID mappings associated with this CVE.
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