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CVE CVE-2021-44206
State PUBLIC
Assigner security@acronis.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-04 23:15:00 UTC
Updated 2022-02-09 18:12:00 UTC
Description Local privilege escalation due to DLL hijacking vulnerability in Acronis Media Builder service. The following products are affi

/ |
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Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Acronis Cyber Protect Home Office - All All All
Application Acronis True Image 2021 - All All
Application Acronis True Image 2021 update_1 All All
Application Acronis True Image 2021 update_2 All All
Application Acronis True Image 2021 update_3 All All
Application Acronis True Image 2021 update_4 All All
Operating System Microsoft Windows - All All All
Reference Source Link Tags

Acronis Advisory Database - Acronis MISC security-advisory.acronis.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
LEGACY: @xdanes09 (https://hackerone.com/xdanes09)


https://cve.report/
https://cve.report/CVE-2021-44206/mitre
https://cve.report/CVE-2021-44206/nist
https://cve.report/CVE-2021-44206/cve_org
https://cve.report/api/cve/CVE-2021-44206.json
https://cve.report/CVE-2021-44206.pdf
http://cve.report/vendor/acronis
http://cve.report/software/acronis/cyber_protect_home_office
http://cve.report/vendor/acronis
http://cve.report/software/acronis/true_image
http://cve.report/vendor/acronis
http://cve.report/software/acronis/true_image
http://cve.report/vendor/acronis
http://cve.report/software/acronis/true_image
http://cve.report/vendor/acronis
http://cve.report/software/acronis/true_image
http://cve.report/vendor/acronis
http://cve.report/software/acronis/true_image
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
https://security-advisory.acronis.com/advisories/SEC-3058
https://www.cve.org/CVERecord?id=CVE-2021-44206
https://nvd.nist.gov/vuln/detail/CVE-2021-44206

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2021-44206
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Vendor Comments And Credit
	Discovery Credit



