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Summary

CVE CVE-2021-44217

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-18 15:15:00 UTC

Updated 2022-01-24 18:14:00 UTC

Description In Ericsson CodeChecker through 6.18.0, a Stored Cross-site scripting (XSS) vulnerability in the comments component of the reports viewer allows remote attackers to inject arbitrary web script or HTML via the POST JSON data of the /CodeCheckerService API.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ericsson Codechecker All All All All

References

Reference Source Link

Releases · Ericsson/codechecker · GitHub MISC github.com

CodeChecker viewer MISC codechecker-demo.eastus.cloudapp.azure.com

CVE-2021-44217/README.md at main · Hyperkopite/CVE-2021-44217 · GitHub MISC github.com

user-images.githubusercontent.com/9525971/142965091-e118b012-a7fc-4c2f-ad0c-80aeed6f7ec9.png MISC user-images.githubusercontent.com

[server][gui] Escape values for v-html attributes by csordasmarton · Pull Request #3549 · Ericsson/codechecker · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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