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CVE CVE-2021-44226
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2022-03-23 22:15:00 UTC
Updated 2023-09-18 16:15:00 UTC

Description Razer Synapse before 3.7.0228.022817 allows privilege escalation because it relies on %PROGRAMDATAY%\Razer\Synap
i

/ ]

Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows - All All All
Application Razer Synapse All All All All
Reference Source Link Tags
Razer Community | Razer Updates, Giveaways and Events MISC www.razer.com
www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2021-058.txt  MISC www.syss.de

Razer Synapse 3.6.x DLL Hijacking =~ Packet Storm MISC packetstormsecurity.com

Razer Synapse 3.7.0731.072516 Local Privilege Escalation =~ Packet Storm MISC packetstormsecurity.com

Full Disclosure: [SYSS-2022-047] Razer Synapse - Local Privilege Escalation FULLDISC seclists.org
20230918 [SYSS-2023-002] Razer Synapse - Local Privilege Escalation FULLDISC seclists.org

Full Disclosure: [SYSS-2021-058] Razer Synapse - Local Privilege Escalation FULLDISC seclists.org

Razer Synapse Race Condition / DLL Hijacking ~ Packet Storm MISC packetstormsecurity.com
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysi

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2021-44226/mitre
https://cve.report/CVE-2021-44226/nist
https://cve.report/CVE-2021-44226/cve_org
https://cve.report/CVE-2021-44226.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/razer
http://cve.report/software/razer/synapse
https://www.razer.com/community
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2021-058.txt
http://packetstormsecurity.com/files/166485/Razer-Synapse-3.6.x-DLL-Hijacking.html
http://packetstormsecurity.com/files/170772/Razer-Synapse-3.7.0731.072516-Local-Privilege-Escalation.html
http://seclists.org/fulldisclosure/2023/Jan/26
http://seclists.org/fulldisclosure/2023/Sep/6
http://seclists.org/fulldisclosure/2022/Mar/51
http://packetstormsecurity.com/files/174696/Razer-Synapse-Race-Condition-DLL-Hijacking.html
https://www.cve.org/CVERecord?id=CVE-2021-44226
https://nvd.nist.gov/vuln/detail/CVE-2021-44226

There are currently no legacy QID mappings associated with this CVE.
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