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Summary

CVE CVE-2021-44232

State PUBLIC

Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-14 16:15:00 UTC

Updated 2021-12-22 15:17:00 UTC

Description SAF-T Framework Transaction SAFTN_G allows an attacker to exploit insufficient validation of path information provided by normal user, leading to full server directory access. The attacker can see the whole filesystem structure but cannot overwrite, delete, or corrupt arbitrary files on the server.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Saf-t Framework 103 All All All

Application Sap Saf-t Framework 104 All All All

Application Sap Saf-t Framework 105 All All All

Application Sap Saf-t Framework 602 All All All

Application Sap Saf-t Framework 603 All All All

Application Sap Saf-t Framework 604 All All All

Application Sap Saf-t Framework 605 All All All

Application Sap Saf-t Framework 606 All All All

Application Sap Saf-t Framework 618 All All All

Application Sap Saf-t Framework 720 All All All

Application Sap Saf-t Framework 730 All All All

Application Sap Saf-t Framework s4core_102 All All All

Application Sap Saf-t Framework sap_appl_600 All All All

Application Sap Saf-t Framework sap_fin_617 All All All
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launchpad.support.sap.com MISC launchpad.support.sap.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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