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Summary

CVE CVE-2021-44261

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-17 13:15:00 UTC

Updated 2022-03-23 18:49:00 UTC

Description A vulnerability is in the 'BRS_top.html' page of the Netgear W104, version WAC104-V1.0.4.13, which can allow a remote attacker to access this page without any authentication. When processed, it exposes firmware version information for the device.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Netgear R6220 - All All All

Operating System Netgear R6220 Firmware All All All All

Hardware Netgear R6900 v2 All All All

Operating System Netgear R6900 Firmware All All All All

Hardware Netgear R7450 - All All All

Operating System Netgear R7450 Firmware All All All All

Hardware Netgear R7800 - All All All

Operating System Netgear R7800 Firmware All All All All

Hardware Netgear Wac104 - All All All

Operating System Netgear Wac104 Firmware All All All All

References

Reference Source Link

CVE_Request/Netgear_W104_unauthorized_access_vulnerability_first.md at master · zer0yu/CVE_Request · GitHub MISC github.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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