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CVE CVE-2021-4449
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-10-16 07:15:11 UTC
Updated 2026-04-08 17:16:42 UTC
Description The ZoomSounds plugin for WordPress is vulnerable to arbitrary file uploads due to missing file type validation in the 'savey
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Risk And Classification |

Primary CVSS: v3.1 9.8 CRITICAL from security@wordfence.com

CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H

Problem Types: CWE-434 | CWE-434 CWE-434 Unrestricted Upload of File with Dangerous
Type

Version  Source Type Score  Severity Vector
3.1 security@wordfence.com Secondary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 CNA DECLARED 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2021-4449/mitre
https://cve.report/CVE-2021-4449/nist
https://cve.report/CVE-2021-4449/cve_org
https://cve.report/api/cve/CVE-2021-4449.json
https://cve.report/CVE-2021-4449.pdf
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\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Digitalzoomstudio Zoomsounds All All All All

Vendor Declared Affected Products

Source  Vendor  Product Version Platforms

CNA Zoomlt ZoomSounds - WordPress Wave Audio Player With Playlist affected 5.96 semver Not specified
ADP Zoomit Zoomsounds affected 5.96 custom Not specified
Reference Source Link Ta
ithemes.com/blog/wordpress-vulnerability-report-june-2021-part-5 security@wordfence.com ithemes.com Th
www.wordfence.com/threat-intel/vulnerabilities/id/262e3bb3-bc83-4d0b-8056-9f9%4e...  security@wordfence.com www.wordfence.com Th
sploitus.com/exploit security@wordfence.com  sploitus.com Ex
github.com/0OxAgun/Arbitrary-File-Upload-ZoomSounds security@wordfence.com github.com Th
wpscan.com/vulnerability/07259a61-8ba9-4dd0-8d52-cc1df389c0ad security@wordfence.com wpscan.com Ex
codecanyon.net/item/zoomsounds-wordpress-wave-audio-player-with-playlist/618... security@wordfence.com codecanyon.net Pr
CVE Program record CVE.ORG Www.cve.org ca
NVD vulnerability detail NVD nvd.nist.gov ca
< G |

Vendor Comments And Credit

Discovery Credit
CNA: ganj (en)

Additional Advisory Data

Source Time Event

CNA 2021-06-24T00:00:00.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/digitalzoomstudio
http://cve.report/software/digitalzoomstudio/zoomsounds
http://cve.report/vendor/ZoomIt
http://cve.report/software/ZoomIt/ZoomSounds_-_WordPress_Wave_Audio_Player_with_Playlist
http://cve.report/vendor/zoomit
http://cve.report/software/zoomit/zoomsounds
https://ithemes.com/blog/wordpress-vulnerability-report-june-2021-part-5/#ib-toc-anchor-2
https://www.wordfence.com/threat-intel/vulnerabilities/id/262e3bb3-bc83-4d0b-8056-9f94ec141b8f?source=cve
https://sploitus.com/exploit?id=WPEX-ID:07259A61-8BA9-4DD0-8D52-CC1DF389C0AD
https://github.com/0xAgun/Arbitrary-File-Upload-ZoomSounds
https://wpscan.com/vulnerability/07259a61-8ba9-4dd0-8d52-cc1df389c0ad
https://codecanyon.net/item/zoomsounds-wordpress-wave-audio-player-with-playlist/6181433
https://www.cve.org/CVERecord?id=CVE-2021-4449
https://nvd.nist.gov/vuln/detail/CVE-2021-4449
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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