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Certain versions of Manageengine Desktop Central from Zohocorp
contain the following vulnerability:

Zoho ManageEngine Desktop Central is vulnerable to authentication
bypass, leading to remote code execution on the server, as exploited in
the wild in December 2021. For Enterprise builds 10.1.2127.17 and
earlier, upgrade to 10.1.2127.18. For Enterprise builds 10.1.2128.0
through 10.1.2137.2, upgrade to 10.1.2137.3. For MSP builds

10.1.2127.17 and earlier, upgrade to 10.1.2127.18. For MSP builds 10.1.2128.0 through
10.1.2137.2, upgrade to 10.1.2137.3.

CVSS3 Score: 9.8 - CRITICAL
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An authentication bypass vulnerability pitstop.manageengine.com  CONFIRM

CVE-2021-44515 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as CRITICAL  severity.
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An authentication bypass vulnerability
identified and fixed in Desktop Central and
Desktop Central MSP

pitstop.manageengine.com

text/html

 CONFIRM
pitstop.manageengine.com/portal/en/community/topic/an-
authentication-bypass-vulnerability-identified-and-fixed-in-
desktop-central-and-desktop-central-msp

CISA Adds Thirteen Known Exploited
Vulnerabilities to Catalog | CISA

www.cisa.gov

text/html

 MISC www.cisa.gov/uscert/ncas/current-
activity/2021/12/10/cisa-adds-thirteen-known-exploited-
vulnerabilities-catalog

Authentication Bypass using Filter
Configuration | ManageEngine

www.manageengine.com

text/html

 CONFIRM www.manageengine.com/products/desktop-
central/cve-2021-44515-authentication-bypass-filter-
configuration.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

376138 Zoho ManageEngine Desktop Central and Desktop Central MSP Authentication Bypass Vulnerability

730298 Zoho ManageEngine Desktop Central and Desktop Central MSP Authentication Bypass Vulnerability (Unauthenticated Check)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Desktop Central All All All All

Application Zohocorp Manageengine Desktop Central All All All All

Application Zohocorp Manageengine Desktop Central All All All All

No vendor comments have been submitted for this CVE
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← Previous ID Next ID→

 @dansantanna CVE-2021-44515: ZoHo Patches ManageEngine Zero-Day Exploited in the Wild
ow.ly/MIn4103emWU

2021-12-10
10:32:02

 @Robo_Alerts Potentially Critical CVE Detected! CVE-2021-44515 Description: Zoho ManageEngine Desktop
Central is vulnerable to a… twitter.com/i/web/status/1…

2021-12-12
04:58:29

 @CVEreport CVE-2021-44515 : Zoho ManageEngine Desktop Central is vulnerable to authentication bypass,
leading to remote code e… twitter.com/i/web/status/1…

2021-12-12
05:06:28

 /r/vulnintel ManageEngine Desktop Central MSP authentication bypass vulnerability leads code execution
CVE-2021-44515

2021-12-04
08:05:22

 /r/netcve CVE-2021-44515 2021-12-12
05:38:12

 /r/InfoSecNews Nation-state actors are exploiting Zoho zero-day CVE-2021-44515 since October, FBI warns 2021-12-21
13:45:18
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