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Summary

CVE CVE-2021-44525

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-20 16:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description Zoho ManageEngine PAM360 before build 5303 allows attackers to modify a few aspects of application state because of a filter bypass in which authentication is not required.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Pam360 4.0 All All All

Application Zohocorp Manageengine Pam360 4.0 build4001 All All

Application Zohocorp Manageengine Pam360 4.0 build4002 All All

Application Zohocorp Manageengine Pam360 4.1 All All All

Application Zohocorp Manageengine Pam360 4.1 build4100 All All

Application Zohocorp Manageengine Pam360 4.1 build4101 All All

Application Zohocorp Manageengine Pam360 4.5 All All All

Application Zohocorp Manageengine Pam360 4.5 build4500 All All

Application Zohocorp Manageengine Pam360 4.5 build4501 All All

Application Zohocorp Manageengine Pam360 5.0 All All All

Application Zohocorp Manageengine Pam360 5.0 build5000 All All

Application Zohocorp Manageengine Pam360 5.0 build5001 All All

Application Zohocorp Manageengine Pam360 5.0 build5002 All All

Application Zohocorp Manageengine Pam360 5.0 build5003 All All

Application Zohocorp Manageengine Pam360 5.0 build5004 All All

Application Zohocorp Manageengine Pam360 5.1 All All All

Application Zohocorp Manageengine Pam360 5.1 build5100 All All
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Application Zohocorp Manageengine Pam360 5.1 build5100 All All

Application Zohocorp Manageengine Pam360 5.2 All All All

Application Zohocorp Manageengine Pam360 5.2 build5200 All All

Application Zohocorp Manageengine Pam360 5.3 All All All

Application Zohocorp Manageengine Pam360 5.3 build5300 All All

Application Zohocorp Manageengine Pam360 5.3 build5301 All All

Application Zohocorp Manageengine Pam360 5.3 build5302 All All

References

Reference Source Link Tags

POPUP CONFIRM pitstop.manageengine.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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