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Certain versions of Manageengine Servicedesk Plus from Zohocorp
contain the following vulnerability:

Zoho ManageEngine ServiceDesk Plus before 12003 allows
authentication bypass in certain admin configurations.

CVSS3 Score: 9.8 - CRITICAL
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CVE References

Description Tags Link

No Description Provided www.manageengine.com

text/html

 MISC www.manageengine.com/products/service-desk/on-
premises/readme.html#12003

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

CVE-2021-44526 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as CRITICAL  severity.
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

376152 Zoho ManageEngine ServiceDesk Plus Authentication bypass vulnerability (SD-99853)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Servicedesk Plus 10.0 All All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 - All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10000 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10001 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10002 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10003 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10004 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10005 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10006 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10007 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10008 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10009 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10010 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10011 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10012 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10013 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10014 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10015 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10016 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10017 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10018 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10019 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10020 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10021 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 - All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10500 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10501 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10502 All All
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Application Zohocorp Manageengine Servicedesk Plus 10.5 10503 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10504 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10505 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10506 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10507 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10508 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10509 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10510 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10511 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10512 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10513 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10514 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10515 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 - All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11000 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11001 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11002 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11003 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11004 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11005 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11006 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11007 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11008 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11009 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11010 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11011 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11012 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 - All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11100 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11101 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11102 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11103 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11104 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11105 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11106 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11107 All All
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Application Zohocorp Manageengine Servicedesk Plus 11.1 11107 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11108 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11109 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11110 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11111 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11112 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11113 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11114 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11115 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11116 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11117 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11118 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11119 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11120 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11121 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11122 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11123 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11124 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11125 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11126 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11127 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11128 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11129 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11130 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11131 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11132 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11133 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11134 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11135 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11136 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11137 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11138 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11139 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11140 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11141 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11142 All All
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Application Zohocorp Manageengine Servicedesk Plus 11.1 11142 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11143 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11144 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11145 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11146 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11147 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11118 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11119 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11120 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11121 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11122 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11123 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11124 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11125 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11126 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11127 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11128 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11129 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11130 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11131 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11132 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11133 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11134 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11135 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11136 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11137 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11138 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11139 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11140 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11141 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11142 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11143 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11144 All All

Application Zohocorp Manageengine Servicedesk Plus 11.2 - All All

Application Zohocorp Manageengine Servicedesk Plus 11.2 11200 All All

Application Zohocorp Manageengine Servicedesk Plus 11.2 11201 All All
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cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.1:9120:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.1:9121:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:-:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9200:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9201:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9202:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9203:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9204:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9205:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9206:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9207:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9208:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9209:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9210:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9211:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9212:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9213:*:*:*:*:*:*:



cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9214:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9215:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9216:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9217:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9218:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9219:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9220:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9221:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9222:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9223:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9224:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9225:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9226:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9227:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9228:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9229:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9230:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9231:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9232:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9233:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9234:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9235:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9236:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9237:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9238:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9239:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9240:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9241:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9242:*:*:*:*:*:*:



cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.2:9242:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:-:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9300:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9301:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9302:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9303:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9304:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9305:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9306:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9307:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9308:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9309:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9310:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9311:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9312:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9313:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9314:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9315:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9316:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9317:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9318:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9319:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9320:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9321:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9322:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9323:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9324:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9325:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9326:*:*:*:*:*:*:



cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9327:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9328:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9329:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9330:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9331:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9332:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9333:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9334:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9335:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.3:9336:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:-:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9400:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9401:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9402:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9403:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9404:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9405:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9406:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9407:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9408:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9409:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9410:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9411:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9412:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9413:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9414:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9415:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9416:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_servicedesk_plus:9.4:9417:*:*:*:*:*:*:
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No vendor comments have been submitted for this CVE
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