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Accepting arbitrary Subject Alternative Name (SAN) types, unless a PKl is specifically defined to use a particular SAN type,
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Nodejs Node.js All All All All
Oracle Graalvm 20.3.5 All All All
Oracle Graalvm 21.3.1 All All All
Oracle Graalvm 22.0.0.2 All All All
Oracle Mysql Cluster All All All All
Oracle Mysqgl Connectors All All All All
Oracle Mysql Enterprise Monitor All All All All
Oracle Mysql Server All All All All
Oracle Mysql Server All All All All
Oracle Mysql Workbench All All All All
Oracle Peoplesoft Enterprise Peopletools 8.58 All All All
Oracle Peoplesoft Enterprise Peopletools 8.59 All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179565 Debian Security Update for nodejs (DSA 5170-1)

184126 Debian Security Update for nodejs (CVE-2021-44531)

240414 Red Hat Update for rh-nodejs12-nodejs security (RHSA-2022:4914)

240747 Red Hat Update for rh-nodejs14-nodejs (RHSA-2022:7044)

240851 Red Hat Update for nodejs:14 (RHSA-2022:7830)

241026 Red Hat Update for nodejs:16 security (RHSA-2022:9073)

241341 Red Hat Update for nodejs:14 security (RHSA-2023:1742)

282257 Fedora Security Update for nodejs (FEDORA-2022-78090d2099)

282263 Fedora Security Update for nodejs (FEDORA-2022-0eda327cb4)

354342 Amazon Linux Security Advisory for nodejs : ALAS2022-2022-214

354509 Amazon Linux Security Advisory for nodejs : ALAS2022-2022-019

354537 Amazon Linux Security Advisory for nodejs : ALAS-2022-214

355273 Amazon Linux Security Advisory for nodejs : ALAS2023-2023-084

500441 Alpine Linux Security Update for nodejs

501456 Alpine Linux Security Update for nodejs

501973 Alpine Linux Security Update for nodejs

502124 Alpine Linux Security Update for nodejs-current

160231 Oracle Enterprise Linux Security Update for nodejs:14 (ELSA-2022-7830)

160361 Oracle Enterprise Linux Security Update for nodejs:16 (ELSA-2022-9073-1)

296062 Oracle Solaris 11.4 Support Repository Update (SRU) 43.113.3 Missing (CPUJAN2022)

376254 Node.js Improper Handling of URI Subject Alternative Names Vulnerability (JAN 2022)
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http://cve.report/qid/501973
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502138 Alpine Linux Security Update for openjdk11

504210 Alpine Linux Security Update for nodejs

690825 Free Berkeley Software Distribution (FreeBSD) Security Update for node.js (972ba0e8-8b8a-11ec-b369-6c3be5272acd)

751613 OpenSUSE Security Update for nodejs12 (openSUSE-SU-2022:0113-1)

751614 OpenSUSE Security Update for nodejs14 (openSUSE-SU-2022:0112-1)

753115 SUSE Enterprise Linux Security Update for nodejs12 (SUSE-SU-2022:0113-1)

753438 SUSE Enterprise Linux Security Update for nodejs14 (SUSE-SU-2022:0112-1)

900726 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs (8837)

901262 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs (8840-1)

940775 AlmaLinux Security Update for nodejs:14 (ALSA-2022:7830)

940859 AlmaLinux Security Update for nodejs:16 (ALSA-2022:9073)

960636 Rocky Linux Security Update for nodejs:14 (RLSA-2022:7830)
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