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CVE CVE-2021-44537
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-15 21:15:00 UTC
Updated 2023-11-07 03:39:00 UTC
Description ownCloud owncloud/client before 2.9.2 allows Resource Injection by a server into the desktop client via a URL, leading to re¢
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Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Owncloud Owncloud All All All All

Application Owncloud Owncloud Desktop Client All All All All
References

Reference Source Link

[SECURITY] Fedora 35 Update: owncloud-client-2.10.1-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.o

[SECURITY] Fedora 36 Update: owncloud-client-2.10.1-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.o

[SECURITY] Fedora 35 Update: owncloud-client-2.10.1-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.o
[SECURITY] Fedora 36 Update: owncloud-client-2.10.1-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.o
Missing URL validation allowed RCE on the desktop client - ownCloud MISC owncloud.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

182142 Debian Security Update for owncloud-client (CVE-2021-44537)

283033 Fedora Security Update for owncloud (FEDORA-2022-8d623b4c3f)

283041 Fedora Security Update for owncloud (FEDORA-2022-d6faaa50eb)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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