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Summary

CVE CVE-2021-44548

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-23 09:15:00 UTC

Updated 2022-08-09 13:28:00 UTC

Description An Improper Input Validation vulnerability in DataImportHandler of Apache Solr allows an attacker to provide a Windows UNC path resulting in an SMB network call being made from the Solr host to another host on the network. If the attacker has wider access to the network, this may lead to SMB attacks, which may result in: * The exfiltration of sensitive data such as OS user hashes (NTLM/LM hashes), * In case of misconfigured systems, SMB Relay Attacks which can lead to user impersonation on SMB Shares or, in a worse-case scenario, Remote Code Execution This issue affects all Apache Solr versions prior to 8.11.1. This issue only affects Windows.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Solr All All All All

Operating System Microsoft Windows - All All All

References

Reference Source Link Tags

CVE-2021-44548 Apache Solr Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Solr™ Security News - Apache Solr MISC solr.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Solr would like to thank LaiHan of Nsfocus security team for reporting the
issue

Legacy QID Mappings

150553 Apache Solr Improper Input Validation Vulnerability (CVE-2021-44548)

https://cve.report/
https://cve.report/CVE-2021-44548/mitre
https://cve.report/CVE-2021-44548/nist
https://cve.report/CVE-2021-44548/cve_org
https://cve.report/api/cve/CVE-2021-44548.json
https://cve.report/CVE-2021-44548.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/solr
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
https://security.netapp.com/advisory/ntap-20220114-0005/
https://solr.apache.org/security.html#cve-2021-44548-apache-solr-information-disclosure-vulnerability-through-dataimporthandler
https://www.cve.org/CVERecord?id=CVE-2021-44548
https://nvd.nist.gov/vuln/detail/CVE-2021-44548
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