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Embedded web server input sanitization vulnerability in Lexmark devices through 2021-12-07, which can which can lead to
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Lexmark 6500e - All All All
Lexmark 6500e Firmware All All All All
Lexmark B2236 - All All All
Lexmark B2236 Firmware All All All All
Lexmark B2338 - All All All
Lexmark B2338 Firmware All All All All
Lexmark B2442 - All All All
Lexmark B2442 Firmware All All All All
Lexmark B2546 - All All All
Lexmark B2546 Firmware All All All All
Lexmark B2650 - All All All
Lexmark B2650 Firmware All All All All
Lexmark B2865 - All All All
Lexmark B2865 Firmware All All All All
Lexmark B3340 - All All All
Lexmark B3340 Firmware All All All All
Lexmark B3442 - All All All
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Hardware Lexmark Xm7355 - All All All
Operating System Lexmark Xm7355 Firmware All All All All
Hardware Lexmark Xm7370 - All All All
Operating System Lexmark Xm7370 Firmware All All All All
Hardware Lexmark Xm9145 - All All All
Operating System Lexmark Xm9145 Firmware All All All All
Hardware Lexmark Xm9155 - All All All
Operating System Lexmark Xm9155 Firmware All All All All
Hardware Lexmark Xm9165 - All All All
Operating System Lexmark Xm9165 Firmware All All All All
Hardware Lexmark Xs548 - All All All
Operating System Lexmark Xs548 Firmware All All All All
Hardware Lexmark Xs748 - All All All
Operating System Lexmark Xs748 Firmware All All All All
Hardware Lexmark Xs795 - All All All
Operating System Lexmark Xs795 Firmware All All All All
Hardware Lexmark Xs796 - All All All
Operating System Lexmark Xs796 Firmware All All All All
Hardware Lexmark Xs798 - All All All
Operating System Lexmark Xs798 Firmware All All All All
Hardware Lexmark Xs925 - All All All
Operating System Lexmark Xs925 Firmware All All All All
Hardware Lexmark Xs950 - All All All
Operating System Lexmark Xs950 Firmware All All All All
Hardware Lexmark Xs955 - All All All
Operating System Lexmark Xs955 Firmware All All All All
Reference Source Link Tags
ZDI-22-332 | Zero Day Initiative MISC www.zerodayinitiative.com

Lexmark Security Advisories | Lexmark United States MISC support.lexmark.com

CVE Program record CVE.ORG WWW.CVe.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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