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Summary

CVE CVE-2021-44759

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-23 14:15:00 UTC

Updated 2022-10-14 11:41:00 UTC

Description Improper Authentication vulnerability in TLS origin validation of Apache Traffic Server allows an attacker to create a man in the middle attack. This issue affects Apache Traffic Server 8.0.0 to 8.1.0.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Traffic Server All All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

References

Reference Source Link Tags

N/A CONFIRM lists.apache.org

Debian -- Security Information -- DSA-5153-1 trafficserver DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Traffic Server would like to thank Takuya Kitano for reporting this issue.

Legacy QID Mappings

179337 Debian Security Update for trafficserver (DSA 5153-1)

https://cve.report/
https://cve.report/CVE-2021-44759/mitre
https://cve.report/CVE-2021-44759/nist
https://cve.report/CVE-2021-44759/cve_org
https://cve.report/CVE-2021-44759.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/traffic_server
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
https://lists.apache.org/thread/zblwzcfs9ryhwjr89wz4osw55pxm6dx6
https://www.debian.org/security/2022/dsa-5153
https://www.cve.org/CVERecord?id=CVE-2021-44759
https://nvd.nist.gov/vuln/detail/CVE-2021-44759
http://cve.report/qid/179337
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