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Certain versions of Dir-878 from Dlink contain the following
vulnerability:

D-Link device DIR_878_FW1.30B08_Hotfix_02 was discovered to
contain a command injection vulnerability in the twsystem function.
This vulnerability allows attackers to execute arbitrary commands via a
crafted HNAP1 POST request.
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CVE References

Description Tags Link

Security Bulletin | D-Link www.dlink.com

text/html

 MISC www.dlink.com/en/security-bulletin/

my_vuln/1.md at main ·
pjqwudi/my_vuln · GitHub

github.com

text/html

 MISC github.com/pjqwudi/my_vuln/blob/main/D-link/vuln_1/1.md

CVE-2021-44882 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as CRITICAL  severity.
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https://cve.report/
https://cve.report/CVE-2021-44882/mitre
https://cve.report/CVE-2021-44882/nist
https://cve.report/CVE-2021-44882/cve_org
https://cve.report/CVE-2021-44882.pdf
http://cve.report/software/dlink/dir-878
http://cve.report/vendor/dlink
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.dlink.com/en/security-bulletin/
https://github.com/pjqwudi/my_vuln/blob/main/D-link/vuln_1/1.md
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D-Link Technical Support supportannouncement.us.dlink.com

text/html

 MISC
supportannouncement.us.dlink.com/announcement/publication.aspx?
name=SAP10286

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Hardware Dlink Dir-878 - All All All

Operating
System

Dlink Dir-878 Firmware 1.30b08 hotfix_02_beta All All

Operating
System

Dlink Dir-878 Firmware 1.30b08_hotfix_02 All All All

Operating
System

Dlink Dir-878 Firmware All All All All

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)

@rsociety000
@LiveOverflow cve-2021-44882 is the new generation of 2021 0day hacking apache2 method 2021-12-17

10:27:20

 @hira_zaira CvE-2021-44882 ? Have you patched your systems yet against log4j vulnerability? I hope everyone
is in the safe zone.

2021-12-19
06:44:23

 @fpientka #Log4Shell Fix for older Java 6, 7, 8 versions CVE-2021-45046 CVE-2021-44882 #log4j 2.3.1 2.12.3
2.17 cve-2021-4… twitter.com/i/web/status/1…

2021-12-22
05:42:32

 @attritionorg @cyberkendra re: cyberkendra.com/2021/12/google… You say "CVE-2021-44882" but that should be
2021-44228

2021-12-23
17:47:11

 @CVEreport CVE-2021-44882 : D-Link device DIR_878_FW1.30B08_Hotfix_02 was discovered to contain a
command injection vulnerabil… twitter.com/i/web/status/1…

2022-02-04
02:19:09

cpe:2.3:h:dlink:dir-878:-:*:*:*:*:*:*:*:

cpe:2.3:o:dlink:dir-878_firmware:1.30b08:hotfix_02_beta:*:*:*:*:*:*:

cpe:2.3:o:dlink:dir-878_firmware:1.30b08_hotfix_02:*:*:*:*:*:*:*:

cpe:2.3:o:dlink:dir-878_firmware:*:*:*:*:*:*:*:*:
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