
CVE-2021-44981
Published on: Not Yet Published

Last Modified on: 07/12/2022 05:42:00 PM UTC

CVE-2021-44981

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Quickbox from Quickbox contain the following
vulnerability:

In QuickBox Pro v2.5.8 and below, the config.php file has a variable
which takes a GET parameter value and parses it into a shell_exec('');
function without properly sanitizing any shell arguments, therefore
remote code execution is possible. Additionally, as the media server is
running as root by default attackers can use the sudo command within

this shell_exec(''); function, which allows for privilege escalation by means of RCE.
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CVE-2021-44981 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as HIGH  severity.
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Quickbox Quickbox All All All All

Application Quickbox Quickbox All All All All

No vendor comments have been submitted for this CVE
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