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Description

/

CVE-2021-45083

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2022-02-20 18:15:00 UTC

2023-11-07 03:39:00 UTC

An issue was discovered in Cobbler before 3.3.1. Files in /etc/cobbler are world readable. Two of those files contain some ¢

Risk And Classification

1|

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type
Application
Operating System

Operating System

Operating System

References

Reference

[SECURITY] Fedora 35 Update
[SECURITY] Fedora 36 Update
[SECURITY] Fedora 36 Update
[SECURITY] Fedora 34 Update

[SECURITY] Fedora 34 Update

Vendor Product Version
Cobbler Project Cobbler All
Fedoraproject Fedora 34
Fedoraproject Fedora 35
Fedoraproject Fedora 36

Releases - cobbler/cobbler - GitHub

oss-security - Multiple vulnerabilities affecting cobbler

CVE Program record

Update
All
All
All

All

: cobbler-3.2.2-10.fc35 - package-announce - Fedora Mailing-Lists
: cobbler-3.3.1-1.fc36 - package-announce - Fedora Mailing-Lists
: cobbler-3.3.1-1.fc36 - package-announce - Fedora Mailing-Lists
: cobbler-3.2.2-10.fc34 - package-announce - Fedora Mailing-Lists
: cobbler-3.2.2-10.fc34 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 35 Update: cobbler-3.2.2-10.fc35 - package-announce - Fedora Mailing-Lists

Edition

All

All

All

All

Bug 1193671 — VUL-0: CVE-2021-45083: cobbler, koan: unsafe permissions on sensitive files in /etc/cobbler

Source

MISC

MISC

FEDORA

FEDORA

FEDORA

MISC

CVE.ORG

Language
All
All
All

All

Link

github.com
www.openwall.cc
lists.fedoraprojec
lists.fedoraprojec
lists.fedoraprojec
lists.fedoraprojec
lists.fedoraprojec
lists.fedoraprojec
bugzilla.suse.con
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https://cve.report/
https://cve.report/CVE-2021-45083/mitre
https://cve.report/CVE-2021-45083/nist
https://cve.report/CVE-2021-45083/cve_org
https://cve.report/CVE-2021-45083.pdf
http://cve.report/vendor/cobbler_project
http://cve.report/software/cobbler_project/cobbler
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
https://github.com/cobbler/cobbler/releases
https://www.openwall.com/lists/oss-security/2022/02/18/3
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/Z5CSXQE7Q4TVDQJKFYBO4XDH3BZ7BLAR/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/ZCXMOUW4DH4DYWIJN44SMSU6R3CZDZBE/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ZCXMOUW4DH4DYWIJN44SMSU6R3CZDZBE/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/TEJN7CPW6YCHBFQPFZKGA6AVA6T5NPIW/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/TEJN7CPW6YCHBFQPFZKGA6AVA6T5NPIW/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/Z5CSXQE7Q4TVDQJKFYBO4XDH3BZ7BLAR/
https://bugzilla.suse.com/show_bug.cgi?id=1193671
https://www.cve.org/CVERecord?id=CVE-2021-45083

NVD vulnerability detail NVD

nvd.nist.gov

4]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199906 Ubuntu Security Notification for Cobbler Vulnerabilities (USN-6475-1)
282474 Fedora Security Update for cobbler (FEDORA-2022-0649006be6)

282475 Fedora Security Update for cobbler (FEDORA-2022-0c6402a6a3)
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