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Summary

CVE CVE-2021-45083

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-20 18:15:00 UTC

Updated 2023-11-07 03:39:00 UTC

Description An issue was discovered in Cobbler before 3.3.1. Files in /etc/cobbler are world readable. Two of those files contain some sensitive information that can be exposed to a local user who has non-privileged access to the server. The users.digest file contains the sha2-512 digest of users in a Cobbler local installation. In the case of an easy-to-guess password, it's trivial to obtain the plaintext string. The settings.yaml file contains secrets such as the hashed default password.

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cobbler Project Cobbler All All All All

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

References

Reference Source Link

Releases · cobbler/cobbler · GitHub MISC github.com

oss-security - Multiple vulnerabilities affecting cobbler MISC www.openwall.com

[SECURITY] Fedora 35 Update: cobbler-3.2.2-10.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 36 Update: cobbler-3.3.1-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: cobbler-3.3.1-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 34 Update: cobbler-3.2.2-10.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 34 Update: cobbler-3.2.2-10.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 35 Update: cobbler-3.2.2-10.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Bug 1193671 – VUL-0: CVE-2021-45083: cobbler, koan: unsafe permissions on sensitive files in /etc/cobbler MISC bugzilla.suse.com
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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