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Summary

CVE CVE-2021-45268

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-03 22:15:00 UTC

Updated 2023-11-07 03:39:00 UTC

Description ** DISPUTED ** A Cross Site Request Forgery (CSRF) vulnerability exists in Backdrop CMS 1.20, which allows Remote Attackers to gain Remote Code Execution (RCE) on the Hosting Webserver via uploading a maliciously add-on with crafted PHP file. NOTE: the vendor disputes this because the attack requires a session cookie of a high-privileged authenticated user who is entitled to install arbitrary add-ons.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Backdropcms Backdrop 1.20.0 All All All

References

Reference Source Link Tags

GitHub - V1n1v131r4/CSRF-to-RCE-on-Backdrop-CMS MISC github.com

Backdrop CMS 1.20.0 - 'Multiple' Cross-Site Request Forgery (CSRF) - PHP webapps Exploit MISC www.exploit-db.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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