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Summary

CVE CVE-2021-45346

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-14 19:15:00 UTC

Updated 2023-11-07 03:39:00 UTC

Description ** DISPUTED ** A Memory Leak vulnerability exists in SQLite Project SQLite3 3.35.1 and 3.37.0 via maliciously crafted SQL Queries (made via editing the Database File), it is possible to query a record, and leak subsequent bytes of memory that extend beyond the record, which could let a malicious user obtain sensitive information. NOTE: The developer disputes this as a vulnerability stating that If you give SQLite a corrupted database file and submit a query against the database, it might read parts of the database that you did not intend or expect.

Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netapp Ontap Select Deploy Administration Utility - All All All

Application Sqlite Sqlite 3.35.1 All All All

Application Sqlite Sqlite 3.37.0 All All All

References

Reference Source Link Tags

GitHub - guyinatuxedo/sqlite3_record_leaking MISC github.com

CVE-2021-45346 SQLite Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Vulnerabilities MISC www.sqlite.org

SQLite Forum: Potential Bug (Record Leaking) MISC sqlite.org

SQLite Forum: Potential Bug (Record Leaking) MISC sqlite.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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