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Summary

CVE CVE-2021-45382

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-17 21:15:00 UTC

Updated 2023-08-08 14:21:00 UTC

Description A Remote Command Execution (RCE) vulnerability exists in all series H/W revisions D-link DIR-810L, DIR-820L/LW, DIR-826L, DIR-830L, and DIR-836L routers via the DDNS function in ncc2 binary file. Note: DIR-810L, DIR-820L, DIR-830L, DIR-826L, DIR-836L, all hardware revisions, have reached their End of Life ("EOL") /End of Service Life ("EOS") Life-Cycle and as such this issue will not be patched.

Risk And Classification

EPSS: 0.942300000 probability, percentile 0.999280000 (date 2026-04-22)

CISA KEV: Listed on 2022-04-04; due 2022-04-25; ransomware use Unknown

Problem Types: CWE-78

CISA Known Exploited Vulnerability

Vendor D-Link

Product Multiple Routers

Name D-Link Multiple Routers Remote Code Execution Vulnerability

Required Action The impacted product is end-of-life and should be disconnected if still in use.

Notes https://nvd.nist.gov/vuln/detail/CVE-2021-45382

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dlink Dir-810l - All All All

Operating System Dlink Dir-810l Firmware - All All All

Hardware Dlink Dir-820l - All All All

Hardware Dlink Dir-820lw - All All All

Operating System Dlink Dir-820lw Firmware - All All All

Operating System Dlink Dir-820l Firmware - All All All

Hardware Dlink Dir-826l - All All All

Operating System Dlink Dir-826l Firmware - All All All
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Operating System Dlink Dir-826l Firmware - All All All

Hardware Dlink Dir-830l - All All All

Operating System Dlink Dir-830l Firmware - All All All

Hardware Dlink Dir-836l - All All All

Operating System Dlink Dir-836l Firmware - All All All

References

Reference Source Link

D-Link Technical Support MISC supportannouncement.us.dlink.com

D-LINK_Command_Injection1/D-LINK_Command_injection.md at main · doudoudedi/D-LINK_Command_Injection1 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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