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A Remote Command Execution (RCE) vulnerability exists in all series H/W revisions D-link DIR-810L, DIR-820L/LW, DIR-8

Risk And Classification

EPSS: 0.942300000 probability, percentile 0.999280000 (date 2026-04-22)
CISA KEV: Listed on 2022-04-04; due 2022-04-25; ransomware use Unknown
Problem Types: CWE-78

CISA Known Exploited Vulnerability

Vendor

Product

Name

Required Action

Notes

D-Link

Multiple Routers

D-Link Multiple Routers Remote Code Execution Vulnerability

The impacted product is end-of-life and should be disconnected if still in use.

https://nvd.nist.gov/vuln/detail/CVE-2021-45382

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Hardware
Operating System
Operating System

Hardware

Operatina Svstem

Vendor Product Version Update Edition Language
Dlink Dir-810I - All All All
Dlink Dir-810I Firmware - All All All
Dlink Dir-820I - All All All
Dlink Dir-820Iw - All All All
Dlink Dir-820lw Firmware - All All All
Dlink Dir-8201 Firmware - All All All
Dlink Dir-826l - All All All
Dlink Dir-8261 Firmware - All All All
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Hardware Dlink Dir-830I - All All All

Operating System Dlink Dir-830I Firmware - All All All

Hardware Dlink Dir-836l - All All All

Operating System Dlink Dir-836l Firmware - All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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