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CVE CVE-2021-45471

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-24 02:15:00 UTC

Updated 2023-11-07 03:39:00 UTC

Description In MediaWiki through 1.37, blocked IP addresses are allowed to edit EntitySchema items.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 35 All All All
Application Mediawiki Mediawiki All All All All

Reference Source Link
gerrit.wikimedia.org/r/q/ld9af124427bcd1e85301d2140a38bf47bbc5622¢ MISC gerrit.wikimedia.org

[SECURITY] Fedora 35 Update: mediawiki-1.36.3-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

& T296578 Globally blocked IPs can edit EntitySchema items MISC phabricator.wikimedia.or¢
gerrit.wikimedia.org/r/q/lac86cf63bd014ef99e83dccfce9b8942e15d2bf9 MISC gerrit.wikimedia.org
[SECURITY] Fedora 35 Update: mediawiki-1.36.3-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

282222 Fedora Security Update for mediawiki (FEDORA-2021-bef1126908)


https://cve.report/
https://cve.report/CVE-2021-45471/mitre
https://cve.report/CVE-2021-45471/nist
https://cve.report/CVE-2021-45471/cve_org
https://cve.report/CVE-2021-45471.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
https://gerrit.wikimedia.org/r/q/Id9af124427bcd1e85301d2140a38bf47bbc5622c
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/Z7JNQA53K675TQBBJPZRAG5ZT6XES3IS/
https://phabricator.wikimedia.org/T296578
https://gerrit.wikimedia.org/r/q/Iac86cf63bd014ef99e83dccfce9b8942e15d2bf9
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/Z7JNQA53K675TQBBJPZRAG5ZT6XES3IS/
https://www.cve.org/CVERecord?id=CVE-2021-45471
https://nvd.nist.gov/vuln/detail/CVE-2021-45471
http://cve.report/qid/282222
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